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THE FACTS: CYBERSECURITY RESOURCES

Cybersecurity is a 24/7, year-round effort that is
everyone's responsibility. Fortunately there are lots of
great resources available to help keep you, your family,
your colleagues, your community and your mission safe
online.

Here are just a few of the best:
Websites:

-- The U.S. Army Cyber Command fact sheet page offers resources on a variety of cybersecurity
topics, to protect individuals, families, communities and organizations.

-- U.S. Army social media guide: The Army's official online guide to social media, with resources for
setting up social media accounts, as well as policies, guidance and resources for using social media
safely and appropriately.

-- Army Criminal Investigation Command Cyber Crime fliers: A large collection of fliers with useful
information on online and other scams and how to protect yourself.

-- Army Criminal Investigation Command “CID Lookout”: A collection of information about
computer security, other computer-related scams and cyber crime alert notices, and cyber-crime
prevention fliers.

-- DoD Social Media Education and Training page: A collection of links, presentations and resources
for using social media safely, from the Department of Defense's Chief Information Officer.

-- STOP. THINK. CONNECT.™ offers resources and tools from the Department of Homeland Security's
national cybersecurity awareness campaign.

-- OnGuardOnline.gov, managed by the Federal Trade Commission, is specifically designed to help
people be safe, secure and responsible online.
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http://www.arcyber.army.mil/Info/Fact-Sheets/
https://www.army.mil/socialmedia
https://www.cid.army.mil/mcu-advisories.html
https://www.cid.army.mil/cid-lookout.html
https://dodcio.defense.gov/Social-Media/SMEandT/
https://www.dhs.gov/stopthinkconnect
http://www.onguardonline.gov/

-- National Counterintelligence and Security Center awareness materials: NCSC presentations,
brochures, fliers and other materials about online threats and how to protect yourself.

-- Tip of the Day: A daily tip and accompanying newsletter article focusing on a specific
cybersecurity topic, and steps people can take to protect themselves, from the SANS research and
education institute. (NOTE: Scroll to the bottom of the page for daily tips.)

-- IC3, the Internet Crime Complaint Center, is a partnership between the Federal Bureau of
Investigation and the National White Collar Crime Center that receives and researches Internet-
related criminal complaints.

-- CISA resources page: a collection of information, tips and links on a variety of individual and
organization cybersecurity topics from the Department of Homeland Security’s Cyber and
Infrastructure Security Agency.

-- FTC Identity Theft help page: offers resources to help protect your identity and recover from
identity theft, from the Federal Trade Commission.

Videos:

-- European Network and Information Security Agency video: “You Wouldn't Do This in Real Life -
Why Do It on the Web?”

-- IBM.org: “5 Tips for Cybersecurity Safety”

-- TED Talks: “The 1s and 0s behind cyber warfare”

-- TEDx: “The Five Laws of Cybersecurity”
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https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-know-the-risk-raise-your-shield/ncsc-awareness-materials
https://www.sans.org/tip-of-the-day
http://www.ic3.gov/default.aspx
https://www.cisa.gov/cybersecurity
https://www.consumer.ftc.gov/features/feature-0014-identity-theft
https://www.youtube.com/watch?v=q00uIu0YWoo
https://www.youtube.com/watch?v=ZOtQ21hXJ7k
https://www.youtube.com/watch?v=cWpRxyqDgpM
httphttps://www.youtube.com/watch?v=_nVq7f26-Uo
http://www.arcyber.army.mil
http://www.army.mil/armycyber
https://twitter.com/ARCYBER
https://www.flickr.com/photos/army-cyber
https://www.youtube.com/channel/UCs9GFJoKTCDOj2_iPl3fnsw/playlists

